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Conditional access methods and apparatus are provided for use -with. digital television receivers and 
other digital broadband receivers. The methods and apparatus are capable of handling several 
different digital signal transmission protocols in an automatic and flexible manner. An input unit is 
provided for analyzing and tagging Incoming data bytes so that further processing operations are less 
dependent on the transmission format being received, A cipher handling unit is provided for adapting 
in reai time the scrambling and descrambiing performances to match the requirements of the 
transmission network and the receiving apparatus. A filtering mechanism is provided for filtering and 
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This Internationa! Searching Authority found multiple (groups of) 
invent tons in this international application* as follows; 

1- Claims: 1,2469-162 

Adaptive receiving system for receiving signals \n a 
plurality of transport formats and a plurality of encryption 
formats t generating transport format independent 
infonuatioru trsns-s cradling encrypted portions of tfts 
received signals. extracting auxiliary reformation from the 
received signals and controlling the trans -seraph rig m 
response to the transport fonrat Independent information md 
the extracted auxiliary information. 



2. Claims: 3-7,«-47,72-» 

Reception and qualification of data units* determination of 
the encryption state* providing a clear outputs if the data 
are unencrypted and performing decryption* if the data are 
Bitcrypted, 



3. Claims: e-».39,«M»,tJe-134 

Handling of a plurality of transport stream formats by a 
qualification mechanism and a tagging mechanism applying 
muliibit tags to each received data fcyte. 



4. Claims: 19-23,40,41,181-112 

deception of one or more signals of a selected transport 
format by a plurality of receivers and selection of a 
received signal by a security mechanism for removing at 
1 east a single security layer. 



5. Claims: 2A-27 

Reception of one or more signals subject to at least: a 
single prsd&isrmlflfcd security layer and removal of th« at 
least single security 1 ayer* 



S, Claims: 28-32 

Selection of a trans peri stream foraat mti security 
ncechamsm for selecting one or more transport streams* 



7. Claims: 33-38 

tecepti on of different digital transmission format data 
streams* conversion of the data streams into perceivable 
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information via a transmission format independent set of 
signal s » 



8, Claim : 42 

First testing and tagging* second tasting for ^etermimng 
whether data are scrambled and second tagging in response to 
second testing for assigning a scramble condition tag and 
transfer of steals for producing usable digital information* 



3, Claims: 4&~S1,S2-S4 

Scrainbling/descrairajjing by pairing of a host with a selected 
jfiodule, selecti ars of a scrambling format and a session key. 



10* Claims: 65-69 

ScrMsler comprising & scramble format regi&t&r artd 
selection of art encoder by a control signal. 



II. Claims: 71426-123 

Scrambling by channel change* selection of a descr&mbling 
mechanism, changing a session key and loading a nm session 
key. 



12 > Claims; 1I3-1?3 

deceiving signals scrambled according to different 
scrsfsbHng formats, desert? ing emd rescrarabling. 



1.3. Claim : 124 

Decryption of first type encrypted information and 
re -encrypting the ^formation with a second typs of 
encryption* 



14, Claim : 125 

Receiving of qualified fnfonnatton and if the received 
information is not scrambled passing the information without 
scrarsbl ing* 



15. Claim : 129 

Pairing of a conditional access rootle with a selected 
module, selecting 2 copy protect mechanism and determining a 
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scrambling session key, 



16, Claims: 135,136 

Detection of digital patterns m thin received digits 1 
signals md transfer of data bytes associated mth ih& 
patterns to different end uss locations. 



X? , a aim : 137 

filter for separating a plurality of digital data transport 
streams intended far different end uses, short and long tnm 
storage and inuf tiplexing long and short term stared data in 
a tim shared manner. 



IB. Claims ? 13S-1S? 

Scrambling of data in conjunction with recording an 
dascras&lirig in conjunction mth playback* 



19 , Claim ; 158 

Nut ti format serial system comprising a ntulti transport 
receiving system* a mlti scrambling system and a 
multi filtering system. 



26, Claim : 153 

Use of a tag to determine a ttesc rambling operation and 
separation of control from content information* 
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